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(54) Method of controlling a queue buffer 

(57) A method of controlling a queue buffer (2), said 
queue buffer (2) being connected to a link (1 ) and being 
arranged to queue data units (30) that are to be sent 
over said link (1 ) in a queue (20), comprising: determin- 
ing (31 ) a value (QL; QL av ) of a length parameter related 
to the length of said queue (20), comparing (S2) said 
value (QL; QL av ) with a length threshold value (L^; 



min th ; max th ) and performing (S3) a congestion notifica- 
tion procedure if said value (QL; QL av ) is equal to or 
greater than said length threshold value (L th ; min th ; 
max 1h ), and an automatic threshold adaptation proce- 
dure (S4, S7), where said automatic threshold adapta- 
tion procedure (S4, S7) is arranged to automatically 
adapt said length threshold value (L th ; min th ; max th ) on 
the basis of one or more characteristics of said link (1 ). 
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Description 

[Field of the invention] 

5 [0001] The present application relates to a method of controlling a queue buffer, said queue buffer being connected 
to a link and being arranged to queue data units that are to be sent over said link. 

[Background of the invention] 

w [0002] In data unit based communication, i.e. in which an information to be transmitted is divided into a plurality of 
units, and the individual units are sent over a communication network, its is known to provide queue buffers at links 
along the network, such that units transported over such a link may be buffered. The buffer may be a sending or input 
buffer (i.e. a buffer for data units that are to be sent over the link) or a receiving or output buffer (i.e. a buffer for data 
units that have been sent over the link). 

15 [0003] Such units for transporting data may carry a variety of names, such as protocol data units, frames, packets, 
segments, cells, etc., depending on the specific context, the specific protocol used and certain other conventions. In 
the context of the present document, all such units of data shall generically be referred to as data units. 
[0004] The procedures for placing data units into a queue, advancing them in the queue, and removing data units 
from the queue are referred to as queue management. 

20 [0005] A phenomenon that is known in data unit transmission networks is that of so-called congestion. Congestion 
implies a state in which it is not possible to readily handle the number of data units, that are to be transported over that 
connection or link. As a consequence of congestion at a given link, the number of data units in a queue buffer associated 
with said link will increase. In response to a congestion condition, it is known to implement a data unit dropping mech- 
anism referred to as drop-on-full, according to which upon the receipt a new data unit for the queue buffer, a queue 

25 length related parameter, such as the actual queue length or the average queue length, is compared to a predetermined 
threshold, and if the predetermined threshold is exceeded, then a data unit is dropped. The threshold indicates the full 
state of the queue. "Dropping" means that it is not placed into the queue and consequently not transported further. 
[0006] The data unit to be dropped can be the newly arrived one, in which case the mechanism is called tail-drop. 
Besides the technique of tail-drop, it is also known to perform a so-called random-drop, where a data unit already in 

30 the queue is selected according to a random function, or a so-called front-drop, where the first data unit in the queue 
is dropped. Such drop-on-full mechanisms not only serve to reduce the load on the congested link, but also serve as 
an implicit congestion notification to the source and/or destination of the data unit. Namely, as e.g. known from TCP 
(Transmission Control Protocol), congestion control mechanisms are typically implemented with respect to the receiver 
and sender of data units, such that when detecting that a data unit has been lost, the rate and/or amount of data units 

35 being sent is reduced. 

[0007] Besides such queue managements systems that start dropping data units once a predetermined threshold 
is exceeded, i.e. when the queue is determined to be "full", a more sophisticated management scheme has also been 
proposed, which is known as active queue management and is described in Request for Comments (RfC) 2309. More 
specifically RfC 2309 proposes an active queue management mechanism referred to as Random Early Detection 

40 (RED). The concept of RED according to RfC 2309 consists in the recognition that it is useful to not wait until a queue 
is full, but to much rather implement a mechanism that leads to a dropping of some packets prior to reaching the full state. 
[0008] According to RfC2309, the RED algorithm consists of two main parts, namely first estimation of the average 
queue size and then a decision of whether or not to drop an incoming data unit. More specifically, when a new data 
unit arrives, the algorithm estimates the average queue size, and if the average queue size lies between a minimum 

45 threshold min th and a maximum threshold max th , then a probability value is calculated as a function of the average 
queue size, and the decision regarding the dropping of the incoming data unit is performed in dependence of the 
resulting probability. If the average queue size exceeds the maximum threshold maxth, then the incoming data unit is 
necessarily dropped. The probability funtion is a linear function that has a value p(min th ) = 0, and where p(max th ) is a 
predetermined maximum probability max p , where max p is smaller than 1 . 

50 [0009] Regarding the choice of the minimum threshold min th or the maximum threshold max th , RfC2309 does not 
give any information. 

[0010] In the paper "Random Early Detection Gateways for Congestion Avoidance" by Sally Floyd and Van Jacobson, 
IEEE/ACM Transactions on networking, August 1993, an extensive discussion of the RED algorithm is given, where 
the minimum threshold min th , maximum threshold max th and the maximum probability max p are all set as fixed param- 
55 eters. Regarding the choice of min th and max th , it is mentioned that the optimum values for these thresholds depend 
on the desired average queue size, and the optimal value for max th depends in part on the maximum average delay 
that can be allowed by the link. 

[0011] Furthermore, it is stated that max th should at least be twice as large as min th . 
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[0012] In an internet document discussing the setting of RED parameters, published by Sally Floyd at http://www. 
acir.org/floyd/REDparameter.txt, it is mentioned that the optimum value for fixing min th will depend partly on the link 
speed, the propagation delay and the maximum buffer size. 

[0013] In the article "Techniques for eliminating packet loss in congested TCP-IP networks" by Wu-chang Feng et 
5 al., November 1997, a so-called adaptive RED is proposed, in which the probability parameter max p is adapted to the 
traffic load. Although the detailed algorithm described in this document uses fixed thresholds, it is indicated at the end 
that the threshold values could also be made dependent on the input traffic. A similar proposal is made in the article 
"A self configuring RED gateway" by Wu-chang Feng et al., Infocom '99, March 1999. 

[001 4] Another proposal for improving RED is made in WO 00/6081 7, in which a differentiation is introduced between 
10 traffic originating from rate adaptive applications that respond to packet loss. This document suggests introducing at 
least two drop precedent levels, referred to as "in profile" and "out profile". Each drop precedent level has its own 
minimum threshold min th and/or maximum threshold max th . 

[0015] From WO 00/57599 a queue management mechanism is known, in which drop functions are selected ac- 
cording to ingress flow rate measurements and flow profiles. 
15 [0016] From US-6, 134,239 a method of rejecting ATM cells at an overloaded load buffer is known. The concept of 
RED is mentioned. According to this document, a first threshold related to the overloaded buffer queue, and a second 
threshold associated with a specific connection are monitored, and incoming packets are dropped for the specific 
connection if both thresholds are exceeded. 

[0017] US-5,546,389 describes a method for controlling the access to a buffer and is specifically concerned with 
20 ATM buffers. The use of one or more thresholds and the dynamic control of such thresholds is mentioned, where the 
dynamics are determined on the basis of incoming and outgoing traffic. 

[001 8] EP-1 028 600 described a buffer management scheme with dynamic queue length thresholds for ATM switch- 
es. A common threshold is dynamically updated every time that a new cell arrives, where the new value is determined 
based on traffic condition. 

25 [0019] Another improvement proposal for RED is described in EP-0 872 988, which has the object of providing 
isolation when connections using different TCP versions share a bottleneck link. The solution proposed in this document 
is the use of bandwidth reservation guarantees for each connection. If one connection is being under-utilized, then 
another connection may use a part of the under-utilized connection's bandwidth. When the connection needs to reclaim 
its buffer space a predetermined package dropping mechanism is operated, such as a longest queue first (LQF) mech- 

30 anism. 

[Object of the invention] 

[0020] The object of the present invention is to provide an improved method of controlling a queue buffer, where said 
35 method compares a queue length related parameter with a length threshold value and employs an automatic threshold 
adaptation procedure. 

[Summary of the invention] 

40 [0021] The above object is solved by a method having the features of claim 1. Advantageous embodiments are 
described in the dependent claims. 

[0022] According to the present invention, the automatic threshold adaptation procedure is arranged to automatically 
and dynamically adapt a length threshold value, such as e.g. the minimum threshold min th known from RED or the 
single threshold known from drop-on-full queue management schemes, on the basis of one or more characteristics of 

45 the link over which the data units in the queue buffer are to be sent. 

[0023] Therefore, in contrast to the above discussed prior art, in which the length threshold value was either a fixed 
value or adapted to the traffic load condition, the present invention proposes automatically and dynamically adapting 
the length threshold on the basis of link characteristics. This leads to a highly flexible form of active queue management 
that provides improved throughput and reduced delay, especially over links that have time varying characteristics, such 

50 as wireless links. 

[0024] The method of the present invention may be applied to any of the known queue management schemes in 
which a queue length related parameter is compared to at least one length threshold value, and where a congestion 
notification procedure is conducted, if the threshold is exceeded. Namely, the present method is e.g. applicable to any 
of the above mentioned RED schemes, to the schemes that drop data units when a queue is full, be it tail-drop, random- 
55 drop or front-drop, and to any known schemes that perform explicit congestion notification instead of dropping. 

[0025] Furthermore, although a preferred embodiment of the present invention applies the method to the queuing 
of IP (internet protocol) packets, the method of the present invention is not restricted to data units of any specific 
protocol, and can e.g. also be applied to queue management methods for ATM cells. 



3 



EP 1 249 972 A1 



[0026] According to a preferred example of the present invention the one or more link characteristics are the round 
trip time (RTT)of the link and the data rate (DR) or bit rate of the link, and the threshold adaptation procedure comprises 
an updating of the length threshold value as a function of the round trip time and data rate of the link. This updating 
may be performed at regular intervals, or in response to a specific triggering event, such as a change in the above 

5 mentioned link characteristics. In other words, in the latter alternative the threshold value is updated as a function of 
the round trip time and the data rate every time that the round trip time or data rate change. It may be noted that an 
updating of the threshold value will not be initiated upon infinitesimally small changes of the link characteristics under 
consideration, as there will be a certain granularity. In other words, changes of the link characteristics under consid- 
eration will be monitored, and if one of the characteristics changes by more than a predetermined step or grain size, 

10 then the threshold will be updated. 

[0027] More preferably, the function for updating the threshold value consists in calculating a link capacity value (LC) 
on the basis of the round trip time and the data rate, and then setting the threshold value equal to the calculated link 
capacity value or at least determining the threshold value as a function of said link capacity value, e.g. as the sum of 
said link capacity value and a predetermined constant. 

15 [0028] The automatic threshold adaptation procedure may also comprise the automatic changing of the value of the 
length threshold depending on the connectivity state of the link. In other words, in this case the connectivity sate of the 
link is the link characteristic on which the adaptation is based. Especially, in the event that the link loses connectivity, 
i.e. can not transport data units, the length threshold value is preferably automatically increased, e.g. multiplied by a 
predetermined factor, such as 2. The changing of the length threshold value depending on the connectivity can be 

20 implemented by itself, or can be combined with the abovementioned updating procedure of the length threshold de- 
pending on such link characteristics as the round trip time and the data rate. 

[0029] Preferably, the procedure of changing the length threshold value in response to the connectivity of the link 
also comprises a feature of resetting the length threshold value after the connectivity state again allows the transmission 
of data units. This resetting can be done back to the previous value of the length threshold value, or a new length 

25 threshold value may be calculated on the basis of one or more characteristics, such as the above mentioned round 
trip time and data rate. The resetting operation preferably also takes into account the number of data units in the queue 
(the actual queue length) at the time of resetting in order to gradually reset the length threshold value to the new value. 
[0030] The congestion notification procedure employed in association with the present invention can be chosen as 
is desirable or suitable, and any known implicit or explicit congestion notification procedure can be used. For example, 

30 as an implicit congestion notification procedure, a data unit dropping decision can be made, where said decision can 
either depend on a given probability (as in the case of RED techniques) or can be conducted unconditionally (as in the 
case of drop-on-full techniques). An example of an explicit congestion notification procedure consists in setting an 
appropriate congestion flag in a data unit. For example, the so-called ECN (explicit congestion notification) flag in the 
IP header of an IP packet can be set. Again, the decision of setting or not setting the flag can be made conditional on 

35 a predetermined probability function, or can be unconditional. 

[0031] It is also noted, that the congestion notification procedure employed in association with the present invention 
can be a combination of an implicit congestion notification procedure and an explicit congestion notification procedure, 
i.e. can consist in performing decisions regarding data unit dropping and in decisions regarding the setting of explicit 
congestion notification flags in data units. 

40 [0032] As already mentioned previously, the present invention can be applied to queue management methods that 
use at least one length threshold value. In other words, it can be applied to queue management methods using drop- 
on-full techniques, where the single threshold indicating a full queue is automatically adapted, or can be applied to 
queue management methods using a plurality of thresholds, such as RED that uses two thresholds min th and max th . 
In accordance with the present invention, if a plurality of thresholds are employed, then it is possible that only one of 

45 these is automatically adapted on the basis of one or more link characteristics, while the others remain fixed, or the 
others may also be adapted automatically, be it on the basis of the same characteristics, or be it that each threshold 
is adapted on the basis of respective individual link characteristics associated with that specific threshold. As an ex- 
ample, it is possible that the minimum threshold min th of RED is adapted on the basis of a first set of link characteristics 
and the maximum threshold max th is adapted on the basis of a second set of link characteristics, different from said 

50 first set. 

[0033] According to a preferred embodiment, in which the method of the present invention is applied to RED, the 
minimum threshold min th is updated on the basis of the round trip time and the linkdata rate, and the maximum threshold 
max th is updated on the basis of the same link characteristics, namely in that the maximum threshold max th is simply 
calculated as the sum of min th and a predetermined constant. 

55 

[Brief description of figures] 

[0034] The present invention shall now be described by referring to detailed embodiments thereof, which are not to 



4 



EP 1 249 972 A1 



be understood as restricting the invention, which embodiments will be described by referring to the appended figures 



in which 




Fig. 

5 


1 


shows a schematic block diagram of a queue buffer; 


Fig- 


2 


shows a flow chart for explaining a basic embodiment of the present invention; 


Fig. 


3 


shows a flow chart for explaining a more detailed embodiment of the present invention; 


10 Fig. 


4 


shows flow chart sections for explaining different threshold adaptation procedures; 


Fig. 


5 


shows a flow chart for explaining an embodiment a length threshold change procedure depending on the link 
connectivity; and 


15 Fig. 


6 


shows a flow chart of an embodiment of a congestion notification procedure. 



[Detailed description] 



[0035] Fig. 1 shows a schematic block diagram of a queue buffer 2, which is connected to a link 1 and is arranged 
20 to queue incoming data units 30 in a queue 20, in order to transmit said data units 30 over said link 1 . The queue buffer 
is included in an element (not shown) belonging to a network 3 that transports said data units 30. For example, the 
element can be a router in the network 3. 

[0036] The queue buffer 2 can equally well be arranged to act as a receiving buffer for receiving data units from the 
link 1 , and outputting the queued data units to the network 3 
25 [0037] As already mentioned previously, in accordance with the present invention, the link 1, queue buffer 2, and 
data units 30 can be of any desired type. For example, the data units 30 can be IP packets and the queue buffer 2 can 
be a part of an IP router for forwarding said IP packets. However, the queue buffer 2 can also be an ATM buffer, in 
which case the data units 30 are ATM cells. 

[0038] Although the link can be of any suitable or desired type, the method of the present invention is preferably 
30 applied to a queue buffer connected to a wireless link, such as a radio telephone link. For example, the link 1 could be 

provided by a mobile cellular telephone network arranged according to GSM (Global System for Mobile communication), 

UMTS (Universal Mobile Telephone System) or any other mobile communication standard. Namely, due to the fact that 

wireless links generally have time varying characteristics, the automatic threshold adaptation procedure on the basis 

of one or more link characteristics is especially effective and useful. 
35 [0039] Namely, the queue management method of the present invention can effectively adapt to the time varying 

characteristics of the wireless link by adapting the one or more length threshold values with which a queue length 

related parameter is compared in order to start a congestion notification procedure. 

[0040] Fig. 2 shows a flowchart of a basic embodiment of the method of the present invention. In a step S1 , a value 
of a length parameter related to the length of the queue 20 is determined. This queue length related parameter can be 

40 related to the queue length in any desirable suitable way, e.g., can be the actual or momentary queue length QL, or a 
parameter derived from the actual or momentary queue length, such as an average value OL^. 
[0041] In the example of Fig. 2, the queue length related parameter is an average queue length QL av . This average 
queue length QL av can be determined in accordance with any known or suitable averaging algorithm, and such an 
algorithm may typically consist in updating an old average value by calculating the sum of the old average multiplied 

45 by a first weight factor and the momentary queue length multiplied by a second weight factor. For example, QL av can 
be calculated as 

QL av (new) = QL av (old) x (1-1/2 n ) + (QL x 1/2 n ) (1) 

50 

where QL represents a momentary queue length value and n is an exponential weight factor adjustable between 0 and 1 . 
[0042] Then, in step S2, QL av is compared with a length threshold value L^. If the length threshold value L th is 
exceeded, then a congestion notification procedure S3 is performed, otherwise the congestion notification procedure 
S3 is skipped. 

55 [0043] In the example of Fig. 2, the flow then proceeds to an automatic threshold adaptation procedure for L th , namely 
in step S4. In accordance with the present invention, this automatic threshold adaptation procedure S4 is arranged to 
automatically adapt the length threshold value L^ on the basis of one or more characteristics of the length 1 . 
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[0044] It may be noted that the specific arrangement of the steps shown in Fig. 2 is only an example. Especially, 
steps S1, S2, and S3, which form a procedure for deciding on the performing of a congestion notification procedure, 
are independent of the adaptation procedure before L th of step S4. Consequently, steps S1 , S2, and S3 maybe arranged 
independently of S4, namely S4 can also be performed prior to S1 -S3, or in parallel thereto. Especially, it may be noted 

5 that steps S1 to S3 on the one hand, and step S4 on the other hand, will generally be contained in a larger method of 
controlling a queue buffer having more steps, but such additional steps are not shown, as they do not pertain to the 
present invention. The method of Fig. 2 may be implemented as software, and the steps S1 -S3 can e.g. be implemented 
in one thread, while S4 may be implemented in another, independent thread. However, the method can also directly 
be implemented in the form of hardware. 

w [0045] A flowchart showing a more detailed embodiment of the present invention is shown in Fig. 3. The steps that 
are identical or equivalent to those shown in Fig. 2 are referred to by the same reference signs, and the description 
thereof is not repeated. 

[0046] It may be noted that the queue length related parameter, such as QL av , and the length threshold L th can be 
expressed and measured in any desirable or suitable way. For example, it is possible to express these parameters as 
15 data quantities, i.e., in bits or bytes, or these parameters can also be expressed as numbers of data units, i.e., an 
actual queue length QL is expressed as an integer number of data units (due to averaging, the average queue length 
Ql av will nonetheless generally not be an integer). 

[0047] According to the example in Fig. 3, a session begins at a step S5. Thereafter, step S6 determines if a threshold 
comparison triggering event has occurred. If such an event has occurred, then steps S1, S2, and S3 are performed, 

20 as already explained in connection with Fig. 2. If not, or after having gone through steps S1 to S3, the flow proceeds 
to step S7. In step S7, it is determined if an adaptation triggering event has occurred, and if this is the case, then the 
automatic adaptation procedure for of step S4 is performed. If the outcome of step S7 is negative, and after the 
completion of step S4, the flow of Fig. 3 proceeds to step S8, in which it is determined if the session is to end. If the 
session is not to end, then the flow loops back to step S6, and otherwise the flow comes to an end. 

25 [0048] The threshold comparison triggering event of step S6 can be chosen in any desirable or suitable way. For 
example, the threshold comparison of steps S1 to S3 can be initiated regularly, i.e., at regular intervals. In this case, 
the threshold comparison triggering event will, e.g., be the occurrence of a specific timing condition, or the event that 
a counter reaches a specified value. As an example, a threshold comparison counter can be implemented, which 
counts down from a predetermined value to zero, and the threshold comparison triggering event of step S6 is given 

30 when this counter reaches zero. If it is determined that the value is zero, then the procedure of steps S1 to S3 is 
initiated, and the counter is reset to the predetermined value, such that a new countdown will commence. 
[0049] The threshold comparison can also be triggered by events related to the receipt or transmission of data units 
to the queue, or specific actions taken with respect to individual data units in the queue. For example, the threshold 
comparison triggering event can consist in the release of a data unit to the link. Preferably, the threshold comparison 

35 triggering event of step S6 consists in the arrival of a new data unit that is to be buffered. 

[0050] The adaptation triggering event in step S7, which leads to initiation of the automatic threshold adaptation 
procedure S4, may also be chosen as is suitable or desirable. For example, it is possible to initiate the automatic 
threshold adaptation procedure at regular intervals, such that the adaptation triggering event in step S7 can be a certain 
time condition becoming true, or the event that a counter reaches a predetermined value, as already described above 

40 in connection with the triggering event of step S6. The two triggering events in step S6 and step S7 can have the same 
regular period, or can be chosen to occur at different regular intervals. In other words, the same counter can be used 
to determine the triggering events of steps S6 and step S7, in which case the two steps S6 and S7 effectively merge 
into a single step, or two different counters or counter values can be used that respectively count down different initial 
values. 

45 [0051] Preferably, the adaptation triggering event of step S7 consists in a change in one or more of the link charac- 
teristics that serve as a basis for adapting the length threshold value L th . It may be noted that in practice a change will 
only be determined with a certain granularity. In other words, not any ever so small change in a characteristic will be 
considered a triggering event, but much rather only when a change of a predetermined magnitude occurs. 
[0052] An example of using a change in a characteristic as a triggering event is shown in Fig. 4a, where the illustrated 

50 steps S71 and S41 replace steps S7 and S4 of Fig. 3. Namely, Fig. 4a shows an example, where the automatic threshold 
adaptation procedure is based upon the round trip time RTT and the data rate DR of link 1. Consequently, step S71 
checks if one or both of the round trip time RTT and the data rate DR have changed, and if this is the case, then a new 
value of the length threshold L th is determined as a function of RTT and DR. It may be noted that the above mentioned 
round trip time RTT only relates to the link 1 , and is not an end-to-end round trip time. 

55 [0053] As is known in the art, the round trip time RTT is a parameter that is indicative of the time period that passes 
between the sending of a data unit and a receipt of an associated acknowledgement message. The RTT can be de- 
termined in any suitable or desirable way, and especially in any known way. For example, the RTT is automatically 
measured in such systems that employ ARQ (Automatic Retransmission reQuest), but even in systems that do not 
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employ ARQ, the RTT can be measured by means of an appropriate dedicated scheme, such as the sending of a 
dedicated RTT measuring signal from the sending side of link 1 to the receiving side of link 1 , where the receiving side 
is arranged to send back an appropriate acknowledgement message. An example of this is also known as "ping". 
[0054] Like the link's RTT, the data rate DR can also be determined in any suitable or desired way, and especially 
5 in any known way. For example, DR can be measured by dedicated measurements, or it can also be a parameter 
already available from another control procedure that requires the DR as an input. 

[0055] Preferably, the procedure for updating L th in step S41 comprises appropriately estimating a link capacity value 
LC on the basis of the round trip time RTT and the data rate DR. The link threshold value L th is then determined on 
the basis of the estimated link capacity value LC. 

w [0056] Now another embodiment of the present invention shall be described with reference to Fig. 6. In this embod- 
iment the method of controlling a queue buffer employs two length threshold values, a minimum threshold min th and 
a maximum threshold max th . In this example, the threshold L th mentioned in connection with the embodiments of Figs. 
2, 3 and 4a corresponds to min th . The congestion notification procedure of step S3 then consists in determining if the 
value of QL av , which was found to exceed min th in step S2, exceeds max th , or if it lies between min th and max th . This 

15 is shown as step S31 in Fig. 6. It may be noted that these steps S31 -S34 of Fig. 6 can be used in the place of step S3 
shown in Figs. 2 and 3, i.e. the steps S31 to S34 of Fig. 6 constitute a specific example of the congestion notification 
procedure of step S3. 

[0057] As shown in Fig. 6, if QL av lies between min th and max th , then the procedure goes to step S32, in which a 
probability p is calculated in dependence on QL av . For example, a function p(QL av ) can be defined that is linear and 

20 has a value p(min th )= 0 and p (max th )= max p , where max p is a maximum probability value that can be fixed, or can 
itself be an adaptive parameter. Naturally, other types of functions for p(QL av ) can be chosen as is suitable or desirable. 
[0058] Then, after step S32, a congestion notification is performed on a data unit with the probability value p(QL av ) 
calculated in step S32, see step S33. On the other hand, if the outcome of step S31 is negative, i.e. QL av exceeds 
max th , then an unconditional congestion notification operation is performed on a data unit in step S34. 

25 [0059] The performance of the congestion notification operation in dependence on the probability value p(QL av ) in 
step S33 can e.g. be conducted in such a way that a random process is conducted using the probability as a weight, 
where the random process generates a "yes" or "no", and the "yes" is generated with the probability p (QL av ). Such 
procedures are well known in the art and need not be further described here. If the outcome of the process is "yes", 
then a congestion notification is performed and if the outcome is "no", then no congestion notification operation is 

30 performed. 

[0060] The congestion notification operation conducted in step S33 or step S34 can be selected in any suitable or 
desirable way, and can for example consist in an implicit congestion notification operation, such as the dropping of a 
data unit, or can consist in an explicit congestion notification operation, such as the setting of an appropriate notification 
flag in a data unit or the sending of an explicit notification message (source quench). This has already been described 

35 earlier, such that a repeated description is not necessary. It may be noted that the same type of congestion notification 
operation can be performed in steps S33, S34, e.g. a dropping operation in both cases or a flagging operation in both 
cases, but it is equally well possible to perform one type of congestion notification operation in step S33 and another 
in step S34, e.g. the congestion notification operation in step S33 can be a data unit dropping action, whereas the 
congestion notification operation of step S34 can be a flagging operation. 

40 [0061] Furthermore, the procedure for determining a data unit on which the congestion notification operation in step 
S33 or S34 is to be performed, can be selected in any suitable or desirable way. For example, the congestion notification 
operation can always be performed on the last arrived data unit, or a data unit from among the queue data units can 
be selected by a random process, or the first data unit in the queue can be selected. Such techniques for selecting a 
data unit for performing a congestion notification operation are known in the prior art, and any such known technique 

45 is applicable, such that a further description is not necessary here. 

[0062] In accordance with the present embodiment, which uses two thresholds min th and max th , the adaptation pro- 
cedure of step S4 (Fig. 2, 3) or S41 (Fig. 4a) consists in first estimating the link capacity LC according to the equation 

50 LC = (RTT WC +RTT) ■ DR (2) 

where DR is the data rate of the link, RTT is the round trip time of the link, and RTT WC is a predetermined constant. 
Then the lower threshold min th is determined as a function of the estimated link capacity LC, for example is set equal 
to said estimated link capacity LC, or set equal to said sum of LC and another predetermined constant e. Finally, the 
55 upper threshold max th is set equal to the sum of min th and a further predetermined constant. 

[0063] Regarding the choice of the first predetermined constant RTT WC , this constant is preferably chosen to be an 
estimate of the overall worst-case end-to-end round trip time for data units being transported over said link, where end- 



7 



EP 1 249 972 A1 



to-end implies from the data unit source to the data unit destination, and where furthermore RTT WC does not include 
the RTT contribution of the link itself. However, RTT WC should not be set to infinitely high values, such that when using 
the Internet of the year 2001 as a basis, a value of 300 ms should preferably not be exceeded. Due to the fact that on 
the other hand the value of RTT WC should reflect a maximum RTT, namely a worst-case RTT, it is preferred that RTT WC 
5 is set in the range of 200ms to 300ms, and more preferably in the range of 200ms to 250ms, using the Internet of the 
year 2001 as a basis. 

[0064] Naturally, in other types of networks than the Internet, smaller ranges are possible, and also in the future 

Internet, depending on the increase in speed with respect to the present Internet of the year 2001 . 

[0065] The second predetermined constants may be zero, or a small value with respect to typical link capacity values. 

10 For example, if the link has a rated or maximum link capacity of LC max then e may be chosen in the range of 0 to 0.01 
■ LC max . Equally, e can be set to be the equivalent of a small number of data units, such as two or three. 
[0066] Finally, regarding the third constant for calculating max th , this third constant is preferably a small number of 
data units, e.g. 3 to 6 data units. If min th and max th are expressed in numbers of data units, then it is sufficient to add 
an integer in the range of 3-6 to min th in order to determine max th , and in the case that min th and max th are represented 

15 as data amounts (in bytes or bits), then the third constant will be determined as a predetermined data unit size (such 
as the maximum segment size) measured in an amount of data, multiplied by an integer in the range of 3-6. 
[0067] The present embodiment of the invention using the adaptation of min th (L th ) on the basis of above described 
equation (2) is preferably applied to a buffer for buffering IP packets in a network where the flow control for sending 
out such IP packets operates according to the Transmission Control Protocol (TCP) or a protocol using a comparable 

20 congestion control scheme, such as TCP-friendly rate control for rate based protocols. Namely, the above described 
settings for the threshold ensure that a network-limited TCP sender (network-limited means that the number of packets 
that are in flight is limited by congestion control) will fully utilize its available bandwidth. It has been recognized by the 
inventors of the present invention that a network-limited TCP sender should be allowed to grow its send window to at 
least two times the capacity of the pipe into which the packets are being fed, in order to fully utilize the available 

25 bandwidth across multiple load decrease events. 

[0068] As already mentioned above, the first constant RTT WC is preferably set to a value that estimates a worst- 
case end-to-end round trip time for data units that are buffered in the queue buffer 2 and pass over the link 1 . A more 
precise selection of this constant than simply setting it in the above mentioned range of 200 to 300ms, can especially 
be achieved if the end-to-end round trip time can be estimated sufficiently well. This will especially be the case if the 

30 queue being managed contains data units belonging to one flow. A flow is identified by a source and destination address, 
the source and destination port number and a protocol identifier. The definition and concept of a flow is well known in 
the art, e.g. in the context of TCP (transmission control protocol), such that a further explanation is not necessary here. 
In this case, a more precise estimation of the worst-case round trip time from end to end minus the link's round trip 
time is possible. It may be noted that typically a queue buffer will buffer data units belonging to a plurality of different 

35 flows. However, it is envisionable that the queue buffer 2 provides a plurality of queues 20, where each queue is 
associated with a given flow, and each queue is managed in accordance with its own individual control parameters. 
[0069] In the above described embodiment and the embodiment of Fig. 4a, the automatic threshold adaptation pro- 
cedure was an updating procedure for the one or more threshold values. In the following, another embodiment will be 
described, in which the automatic threshold adaptation procedure comprises a threshold change procedure that re- 

40 sponds to the connectivity state of the link. As shown in Fig. 4b, which can be arranged in place of steps S7 and S4 
in Fig. 3, it is first determined in a step S72 if the connectivity state of link 1 has changed, and if this is the case, then 
a threshold change procedure S42 is initiated. 

[0070] The determination in step S72 preferably simply determines if the link 1 provides connectivity or not. In other 
words, it is determined if data units may be transported or not. The threshold change procedure of step S42 is preferably 
45 arranged in such a way that when the connectivity state of link 1 changes in such a way that no data units are trans- 
ported, e.g., the link is down, then the threshold is increased, e.g., by multiplying the momentary value by a prede- 
termined factor fc. In other words, when the link loses connectivity, then the procedure in step S42 increases the length 
threshold value from L th to fc ■ L th . 

[0071 ] As shown in Fig. 5, where steps S73 and S43 correspond to steps S72 and S42 of Fig. 4b, the step of increasing 
50 the threshold L th is preferably followed by a step S44, in which it is determined whether the connectivity has returned. 
If this is the case, then the flow advances to step S45, in which the threshold is reset to a new value. The resetting can 
be done back to the threshold prior to the increase, i.e., the previously increased value is divided by the factor fc, or a 
new determination of L th can be conducted, e.g. as explained previously in connection with the updating procedure for 
L th . In other words, one or more link characteristics are measured, such as the RTT and DR, and the new value of 
55 is calculated according to a predetermined function thereof, e.g., according to the above equation (2). 

[0072] Although it is possible to immediately reset the length threshold value L th to the new value, it is preferable to 
only gradually change the value in dependence on the number of data units in the queue (the momentary queue length) 
at the time of resetting the threshold. Namely, if the threshold L th is suddenly reduced, and the queue length related 
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parameter used as a basis for initiating the congestion notification procedure is suddenly larger than threshold L^, 
then a large number of congestion notification operations (e.g., the dropping of a large number of data units) suddenly 
occurs. In order to avoid this, the threshold resetting procedure of step S45 can be implemented in such a way that 
the high initial value of L th is not immediately reset to the new value, but much rather first reduced to the momentary 
value of the queue length related parameter (e.g., QL or QL av ) and then subsequently reduced if the queue length 
related parameter is reduced, until the above calculated new value for is reached. 

[0073] The advantage of the above described link change procedure in dependence on the connectivity state of the 
length is that an unnecessary congestion notification operation in the event of a link outage is avoided. Especially in 
the event that the congestion notification operation consists in dropping data units, the threshold change procedure in 
dependence on link connectivity assures that the entire load of data units going into the buffer is absorbed or buffered 
at the link during link outages, while data unit losses are prevented. The underlying assumption is that the bandwidth 
available to the data units is basically unchanged after the link outages. Therefore, the performance of a congestion 
notification procedure would give the wrong information to the end-points sending or receiving the data units, which 
would then typically respond with an unwarranted restriction of data units being sent. 

[0074] As already mentioned previously, the steps S71 , S41 of Fig. 4a can replace steps S7, S4 of Fig. 3, steps S72, 
S42 of Fig. 4b can replace steps S7, S4 of Fig. 3, and steps S73 to S45 of Fig. 5 can replace steps S7, S4 of Fig. 3. 
Further, it is also possible to combine the updating procedure of Fig. 4a with the threshold change procedure of Fig. 
4b or Fig. 5, e.g., by arranging steps S71 , S41 , S72, and S42 in series as a replacement for steps S7, S4 of Fig. 3. 
[0075] Further, it may be mentioned that the method of the present invention can also be supplemented by an au- 
tomatic threshold reduction procedure for automatically reducing the length threshold value in dependence on the 
current memory capacity available to the queue buffer 2. 

[0076] Although the present invention has been described with the help of detailed embodiments, these only serve 
to convey a better understanding of the invention, and are not intended to restrict the scope. The scope of the present 
invention is defined by the appended claims. Reference signs in the claims serve to make the claims easier to under- 
stand, and also do not restrict the scope. 

Claims 

1 . A method of controlling a queue buffer (2), said queue buffer (2) being connected to a link (1 ) and being arranged 
to queue data units (30) in a queue (20), comprising: 

determining (S1) a value (QL; QL av ) of a length parameter related to the length of said queue (20), 

comparing (S2) said value (QL; QL av ) with a length threshold value (L th ; min th ; max th ) and performing (S3) a 
congestion notification procedure if said value (QL; QL av ) is equal to or greater than said length threshold 
value (L th ; min th ; max th ), and 

an automatic threshold adaptation procedure (S4, S7), 
characterized in that 

said automatic threshold adaptation procedure (S4, S7) is arranged to automatically adapt said length threshold 
value (L th ; min th ; max th ) on the basis of one or more characteristics of said link (1). 

2. The method of claim 1 , wherein said automatic threshold adaptation procedure (S4, S7) is arranged such that said 
length threshold value (L^; min th ; max th ) is updated at regular intervals. 

3. The method of claim 1, wherein said automatic threshold adaptation procedure (S4, S7) comprises determining 
whether one or more of said one or more characteristics has changed (S71), and updating (S41) said length 
threshold value (L th ; min th ; max th ) when a change has occurred. 

4. The method of one of claims 1 to 3, wherein one of said one or more characteristics is a parameter (RTT) indicative 
of the time period that passes between the sending of a data unit over said link and the receipt of an associated 
acknowledgment message. 

5. The method of one of claims 1 to 4, wherein one of said one or more characteristics is the data rate (DR) provided 
by said link (1 ) for sending said data units. 
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6. The method of one of claims 1 to 5, wherein said automatic threshold adaptation procedure (S4, S7) comprises 
estimating a link capacity value (LC) and determining said length threshold value (L^; min th ; max th ) on the basis 
of said estimated link capacity value (LC). 

7. The method of claims 4, 5 and 6, wherein said automatic threshold adaptation procedure (S4, S7) comprises 
estimating the link capacity value (LC) on the basis of 

the parameter (RTT) indicative of the time period that passes between the sending of a data unit over said 
link and the receipt of an associated acknowledgment message, and 
the data rate (DR) provided by said link (1 ) for sending said data units. 

8. The method of claim 7, wherein said link capacity value (LC) is estimated by determining the sum of a value of 
said parameter (RTT) indicative of the time period that passes between the sending of a data unit over said link 
and the receipt of an associated acknowledgment message and a first predetermined constant (RTT WC ), and 
setting said link capacity value (LC) equal to the product of said sum and said data rate (DR). 

9. The method of claim 8, wherein said first predetermined constant (RTT WC ) represents an estimation of the maxi- 
mum time period that passes between the sending of a data unit from its origin to its destination and the receipt 
of an associated acknowledgment message at its origin, excluding the time period that passes between the sending 
of said data unit over said link and the receipt of an associated acknowledgment message over said link. 

10. The method of claim 9, wherein said first predetermined constant (RTT WC ) is in the range of 200 ms to 300 ms, 
preferably 200 ms to 250 ms. 

11. The method of one of claims 6 to 10, wherein said length threshold value (L th ; min th ; max th ) is set equal to said 
estimated link capacity value (LC). 

12. The method of one of claims 6 to 1 0, wherein said length threshold value (L th ; min th ; max th ) is set equal to the sum 
of said estimated link capacity value (LC) and a second predetermined constant (e). 

13. The method of one of claims 1 to 12, wherein said length threshold value (L^; min th ; max th ) is afirst length threshold 
value (min th ), said congestion notification procedure (S3) comprises comparing (S31) said value (QL; QL av ) of a 
length parameter to a second length threshold value (max th ) larger than said first length threshold value (min th ), 
and said automatic threshold adaptation procedure (S4, S7) comprises determining said second length threshold 
value (max th ) as the sum of said first length threshold value (min th ) and a predetermined constant. 

14. The method of one of claims 1 to 13, wherein said automatic threshold adaptation procedure (S4, S7) comprises 
a threshold change procedure (S42; S43, S44, S45) arranged to automatically change the value of said length 
threshold value (L th ; min th ; max th ) depending (S72) on the connectivity state of said link (1). 

15. The method of claim 14, wherein said threshold change procedure (S42; S43; S44, S45) comprises determining 
(S73) whether said connectivity state allows the transmission of data units, and if the connectivity state is such 
that no transmission of data units is allowed, increasing (S43) said length threshold value (L th ; min th ; max th ) ac- 
cording to a predetermined threshold increasing procedure. 

16. The method of claim 15, wherein said threshold increasing procedure comprises multiplying the current length 
threshold value (L th ; min th ; max th ) by a predetermined factor (fc). 

17. The method of claim 16, wherein said predetermined factor (fc) is two. 

18. The method of one of claims 15 to 17, wherein said threshold change procedure (S42; S43; S44, S45) furthermore 
comprises determining (S44) whether said connectivity state again allows the transmission of data units after a 
threshold increasing procedure, and if the connectivity state is such that a transmission of data units is again 
allowed, resetting said length threshold value (L th ; min th ; max th ) to a new value according to a predetermined 
threshold resetting procedure (S45). 

19. The method of claim 18, wherein said threshold resetting procedure (S45) comprises returning the length threshold 
value (L th ; min th ; max th ) to the value before having performed the threshold increasing procedure. 
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20. The method of claim 1 8, wherein said threshold resetting procedure (S45) comprises adapting said length threshold 
value (L th ; min th ; max th ) on the basis of the current values of one or more characteristics of said link (1 ). 

21. The method of one of claims 18 to 20, wherein said threshold resetting procedure comprises gradually resetting 
said length threshold value (L th ; min th ; max th ) to said new value depending on the number of data units in said 
queue buffer (2). 

22. The method of claim 21, wherein said threshold resetting procedure comprises resetting said length threshold 
value (L th ; min th ; max th ) to the momentary value of the length (QL) of said queue (20), if said momentary value of 
the length (QL) of said queue (20) exceeds said new value, and gradually reducing said length threshold value 
(L th ; min th ; max th ) to the successively reducing momentary values of the length (QL) of said queue (20), until said 
new value is reached. 

23. The method of one of claims 1 to 22, wherein said determining of a value (QL; QL av ) of a parameter related to the 
length of said queue (20) and said comparing of said value (QL; QL av ) with a length threshold value (L th ; min th ; 
max th ) is performed at regular intervals. 

24. The method of one of claims 1 to 22, wherein said determining of a value (QL; QL av ) of a parameter related to the 
length of said queue (20) and said comparing of said value (QL; QL av ) with a length threshold value (L th ; min th ; 
max th ) is performed when said buffer receives a new data unit to be sent over said link (1 ). 

25. The method of one of claims 1 to 24, wherein said congestion notification procedure (S3) comprises making a data 
unit dropping decision for dropping or retaining a data unit. 

26. The method of one of claims 1 to 25, wherein said congestion notification procedure (S3) comprises making a data 
unit flagging decision for setting or not setting a congestion notification flag in a data unit. 

27. The method of claim 25 or 26, wherein said decision is made for a newly received data unit. 

28. The method of one of claims 1 to 27, wherein said length parameter (QL; QL av ) related to the length of said queue 
(20) is a current length (QL) of said queue (20). 

29. The method of one of claims 1 to 27, wherein said length parameter (QL; QL av ) related to the length of said queue 
(20) is an average length (QL av ) of said queue (20). 

30. The method of one of claims 1 to 29, wherein said link (1 ) is a wireless link. 

31. The method of one of claims 1 to 30, further comprising an automatic threshold reduction procedure for automat- 
ically reducing the length threshold value (L^; min th ; max 1h ) in dependence on the current memory capacity avail- 
able to said queue buffer (2). 

32. The method of one of claims 1 to 31 , wherein said data units are Internet Protocol packets. 

33. A computer program arranged to execute the method of one of claims 1 to 32. 

34. A data carrier storing the computer program of claim 33. 

35. A data unit transmission device comprising a queue buffer (2), said data unit transmission device being arranged 
to be connected to a link (1) for sending data units over said link, wherein said data unit transmission device is 
arranged to perform the method of one of claims 1 to 32. 

36. A data unit transmission device according to claim 35, wherein said data unit transmission device is a router in a 
data unit transmission network. 

37. A data unit transmission device according to claim 36, wherein said router is an Internet Protocol router. 
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